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the national defense or foreign rela-
tions of the U.S. and has been main-
tained and protected as classified infor-
mation under prior orders shall con-
tinue to be treated as classified infor-
mation under the Executive Order and 
is subject to its provisions regarding 
declassification.

§ 1312.9 Downgrading and declassifica-
tion. 

Classified information originated by 
OMB offices will be downgraded or de-
classified as soon as it no longer quali-
fies for continued protection under the 
provisions of the classification guides. 
Authority to downgrade or declassify 
OMB-originated information is granted 
to those authorized to classify (See 
§ 1312.5). Additionally, the Associate Di-
rector (or Assistant Director) for Ad-
ministration is authorized to exercise 
downgrading and declassification ac-
tions up to and including the Top Se-
cret level. 

(a) Transferred material. Information 
which was originated by an agency 
that no longer exists, or that was re-
ceived by OMB in conjunction with a 
transfer of functions, is deemed to be 
OMB-originated material. Information 
which has been transferred to another 
agency for storage purposes remains 
the responsibility of OMB. 

(b) Periodic review of classified mate-
rial. Each office possessing classified 
material will review that material on 
an annual basis or in conjunction with 
the transfer of files to non-current 
record storage and take action to 
downgrade or declassify all material no 
longer qualifying for continued protec-
tion at that level. All material trans-
ferred to non-current record storage 
must be properly marked with correct 
downgrade and declassification in-
structions.

§ 1312.10 Systematic review guidelines. 

The EOP Security Officer will pre-
pare and keep current such guidelines 
as are required by Executive Order 
12958 for the downgrading and declas-
sification of OMB material that is in 
the custody of the Archivist of the 
United States.

§ 1312.11 Challenges to classifications. 
OMB employees are encouraged to fa-

miliarize themselves with the provi-
sions of Executive Order 12958 and with 
OMB Manual Sections 1010, 1020, and 
1030. Employees are also encouraged to 
question or to challenge those classi-
fications they believe to be improper, 
unnecessary, or for an inappropriate 
time. Such questions or challenges 
may be addressed to the originator of 
the classification, unless the chal-
lenger desires to remain anonymous, in 
which case the question may be di-
rected to the EOP Security Officer.

§ 1312.12 Security Program Review 
Committee. 

The Associate Director (or Assistant 
Director) for Administration will chair 
the OMB Security Program Review 
Committee, which will act on sugges-
tions and complaints about the OMB 
security program.

Subpart B—Control and Account-
ability of Classified Informa-
tion

§ 1312.21 Purpose and authority. 
This subpart sets forth procedures for 

the receipt, storage, accountability, 
and transmission of classified informa-
tion at the Office of Management and 
Budget. It is issued under the authority 
of Executive Order 12958, (60 FR 19825, 3 
CFR, 1995 Comp., P.333), as imple-
mented by Information Security Over-
sight Office Directive No 1 (32 CFR part 
2001), and is applicable to all OMB em-
ployees.

§ 1312.22 Responsibilities. 
The effective direction by supervisors 

and the alert performance of duty by 
employees will do much to ensure the 
adequate security of classified informa-
tion in the possession of OMB offices. 
Each employee has a responsibility to 
protect and account for all classified 
information that he/she knows of with-
in his/her area of responsibility. Such 
information will be made available 
only to those persons who have an offi-
cial need to know and who have been 
granted the appropriate security clear-
ance. Particular care must be taken 
not to discuss classified information 
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